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	7 Application
	 
	e.g. Browser Service
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TCP/IP

Table 2. TCP/IP

	7 Application
	 
	e.g. Browser Service

	6 Presentation
	Higher level protocols e.g. SMB / CIFS

	5 Session
	Name Service
	datagram service
	Session Service

	4 Transport
	UDP
	TCP

	3 Network
	IP

	2 Datalink
	e.g. IEEE 802.2
	e.g. Ethernet II etc

	
	IEEE 802.3 / IEEE 802.5 etc
	

	1 Physical
	Token Ring / Ethernet etc


Token Ring

Table 1. Non-MAC Token Ring Frame Structure

	Token Ring frame
	802.2 Frame detail

	Start Delimiter (SDEL) 1 octet
	 

	Access Control (AC) 1 octet
	

	Frame Control (FC) 1 octet
	

	Destination Address 6 octets
	

	Source Address 6 octets
	

	IEEE 802.2 Logical Link Control
	DSAP 2 octets

	
	SSAP 2 octets

	
	Control 1 or 2 octets

	
	Data 46-1500 octets

	End Delimiter (EDEL) 1 octet
	 

	Frame Status (FS) Check sequence 1 octet
	


Ethernet

Ethernet is widely used today and well documented. Four types of Ethernet frames have been in common use. For convenience the notation used by Novell is used to describe the four Ethernet frame types:

Ethernet_802.3 

Known as Ethernet 802.3 raw, this frame type is used in NetWare networks and was the default type in NetWare v2.x and v3.x

Ethernet_II 

Known as Ethernet DIX (Developed by Digital Intel Xerox)

Ethernet_802.2 

IEEE Ethernet

Ethernet_SNAP 

SNAP (Sub-Network Access Protocol) derived from the Ethernet 802.2 structure

Ethernet_802.3

Known as Ethernet 802.3 raw, this frame type is used in NetWare networks and was the default type in NetWare v2.x and v3.x Because of the nature of these frames they are unlikely to carry NBF frames, unless encapsulated in IPX.

Table 2. Ethernet_802.3 Frame Structure

	Preamble 8 octets

	Destination Address 6 octets

	Source Address 6 octets

	Length 2 octets

	Data 46-1500 octets

	Frame Check sequence 4 octets


Ethernet_802.2

Ethernet_802.2 frames are also used with IPX/SPX and FTAM (File Transfer Access and Management) protocol.

Table 3. Ethernet_802.2 Frame Structure

	Ethernet frame
	802.2 Frame detail

	Preamble 8 octets
	 

	Destination Address 6 octets
	

	Source Address 6 octets
	

	Length 2 octets
	

	IEEE 802.2 Logical Link Control
	DSAP 2 octets

	
	SSAP 2 octets

	
	Control 1 or 2 octets

	
	Data 46-1500 octets

	Frame Check sequence 4 octets
	 


Ethernet_SNAP

Ethernet_SNAP frames are used by IPX/SPX, TCP/IP and AppleTalk Phase II.

Table 4. Ethernet_SNAP Frame Structure

	Preamble 8 octets

	Destination Address 6 octets

	Source Address 6 octets

	Length 2 octets

	DSAP 2 octets value AA

	SSAP 2 octets value AA

	Control 1 octets

	Organizational code 3 octets

	Ethernet Type 2 octets

	Data 46-1500 octets

	Frame Check sequence 4 octets


Ethernet_II

Ethernet_II frames are used with IPX/SPX TCP/IP AppleTalk Phase I

Following the source address, is an Ethernet frame type. Information on Ethernet frame types can be found at: http://www.iana.org/assignments/ethernet-numbers and at: http://www.cavebear.com/CaveBear/Ethernet/type.html
For SNA (Systems Network Architecture) communications the value registered for the type is 0x80D5. This value of 0x80D5 is also used for other systems using the IEEE 802.2 API including NetBIOS

Table 5. Ethernet_II Frame Structure

	Preamble 8 octets

	Destination Address 6 octets

	Source Address 6 octets

	Ethernet Type 2 octets

	Data 46-1500 octets

	Frame Check sequence 4 octets


IPX

Table 1. IPX packets (Octets in order transmitted.)   (type 8137)

	Length
	IPX Field

	2
	Checksum

	2
	Length

	1
	Transport Control

	1
	Packet Type 0 or 4 for IPX, 20 (14h) WAN broadcast

	6
	Destination Node Address

	4
	Destination Network Address

	2
	Destination Socket

	6
	Source Node Address

	4
	Source Network Address

	2
	source Socket

	n
	Data


IP

	bit offset
	0–3
	4–7
	8–13
	14-15
	16–18
	19–31

	0
	Version
	Header Length
	Differentiated Services Code Point
	Explicit Congestion Notification
	Total Length

	32
	Identification
	Flags
	Fragment Offset

	64
	Time to Live
	Protocol
	Header Checksum

	96
	Source IP Address

	128
	Destination IP Address

	160
	Options ( if Header Length > 5 )

	160
or
192+
	 
Data
 


The IP header structure is as follows:

	4 
	8 
	16 
	32 bits 

	Ver. 
	IHL 
	Type of service 
	Total length 

	Identification 
	Flags 
	Fragment offset 

	Time to live 
	Protocol 
	Header checksum 

	Source address 

	Destination address 

	Option + Padding 

	Data 


The IPv6 header structure is as follows:

	4 
	4 
	16 
	24 
	32 bits 

	Ver. 
	Priority 
	Flow label 

	Payload length 
	Next header 
	Hop limit 

	
Source address
(128 Bits) 

	
Destination address
(128 bits) 


IPV4:

Version
Version field indicates the format of the Internet header.

IHL
Internet header length is the length of the Internet header in 32-bit words. Points to the beginning of the data. The minimum value for a correct header is 5.

Type of service
Indicates the quality of service desired. Networks may offer service precedence, meaning that they accept traffic only above a certain precedence at times of high load. There is a three-way trade-off between low delay, high reliability and high throughput.

	Bits 0-2: Precedence

	111 
	Network control. 

	110 
	Internetwork control. 

	101 
	CRITIC/ECP.

	100
	Flash override.

	011 
	Flash. 

	010 
	Immediate.

	001
	Priority.

	000
	Routine.


Bit 3: Delay

	0
	Normal delay.

	1
	Low delay.


Bit 4: Throughput

	0
	Normal throughput.

	1
	High throughput.


Bit 5: Reliability

	0
	Normal reliability.

	1
	High reliability.


Bits 6-7: Reserved for future use. 

Total length
Length of the datagram measured in bytes, including the Internet header and data. This field allows the length of a datagram to be up to 65,535 bytes, although such long datagrams are impractical for most hosts and networks. All hosts must be prepared to accept datagrams of up to 576 bytes, regardless of whether they arrive whole or in fragments. It is recommended that hosts send datagrams larger than 576 bytes only if the destination is prepared to accept the larger datagrams.

Identification
Identifying value assigned by the sender to aid in assembling the fragments of a datagram.

Flags
3 bits. Control flags:

Bit 0 is reserved and must be zero

Bit 1: Don’t fragment bit:

	0
	May fragment.

	1
	Don’t fragment.


Bit 2: More fragments bit:

	0
	Last fragment.

	1
	More fragments.


Fragment offset
13 bits. Indicates where this fragment belongs in the datagram. The fragment offset is measured in units of 8 bytes (64 bits). The first fragment has offset zero.

Time to live
Indicates the maximum time the datagram is allowed to remain in the Internet system. If this field contains the value zero, the datagram must be destroyed. This field is modified in Internet header processing. The time is measured in units of seconds. However, since every module that processes a datagram must decrease the TTL by at least one (even if it processes the datagram in less than 1 second), the TTL must be thought of only as an upper limit on the time a datagram may exist. The intention is to cause undeliverable datagrams to be discarded and to bound the maximum datagram lifetime.

Protocol
Indicates the next level protocol used in the data portion of the Internet datagram.

Header checksum
A checksum on the header only. Since some header fields change, e.g., Time To Live, this is recomputed and verified at each point that the Internet header is processed.

Source address / destination address
32 bits each. A distinction is made between names, addresses and routes. A name indicates an object to be sought. An address indicates the location of the object. A route indicates how to arrive at the object. The Internet protocol deals primarily with addresses. It is the task of higher level protocols (such as host-to-host or application) to make the mapping from names to addresses. The Internet module maps Internet addresses to local net addresses. It is the task of lower level procedures (such as local net or gateways) to make the mapping from local net addresses to routes.

Options
Options may or may not appear in datagrams. They must be implemented by all IP modules (host and gateways). What is optional is their transmission in any particular datagram, not their implementation. In some environments, the security option may be required in all datagrams.

The option field is variable in length. There may be zero or more options. There are two possible formats for an option: 

· A single octet of option type. 

· An option type octet, an option length octet and the actual option data octets. 

The length octet includes the option type octet and the actual option data octets.

The option type octet has 3 fields:

1 bit: Copied flag. Indicates that this option is copied into all fragments during fragmentation:

	0
	Copied.

	1
	Not copied.


2 bits: Option class

	0 
	Control.

	1 
	Reserved for future use.

	2
	Debugging and measurement.

	3
	Reserved for future use.


5 bits: Option number.

IPV6:

Version
Internet Protocol Version number (IPv6 is 6).

Priority
Enables a source to identify the desired delivery priority of the packets. Priority values are divided into ranges: traffic where the source provides congestion control and non-congestion control traffic.

Flow label
Used by a source to label those products for which it requests special handling by the IPv6 router. The flow is uniquely identified by the combination of a source address and a non-zero flow label.

Payload length
Length of payload (in octets).

Next header
Identifies the type of header immediately following the IPv6 header.

Hop limit
8-bit integer that is decremented by one by each node that forwards the packet. The packet is discarded if the Hop Limit is decremented to zero.

Source address
128-bit address of the originator of the packet.

Destination address
128-bit address of the intended recipient of the packet.

The TCP header structure is as follows:

	16 
	32 bits 

	Source port 
	Destination port 

	Sequence number 

	Acknowledgement number 

	Offset 
	Resrvd 
	U 
	A 
	P 
	R 
	S 
	F 
	Window 

	Checksum 
	Urgent pointer 

	Option + Padding 

	Data 


Source port
Source port number.

Destination port
Destination port number.

Sequence number
The sequence number of the first data octet in this segment (except when SYN is present). If SYN is present, the sequence number is the initial sequence number (ISN) and the first data octet is ISN+1.

Acknowledgment number
If the ACK control bit is set, this field contains the value of the next sequence number which the sender of the segment is expecting to receive. Once a connection is established, this value is always sent.

Data offset
4 bits. The number of 32-bit words in the TCP header, which indicates where the data begins. The TCP header (even one including options) has a length which is an integral number of 32 bits.

Reserved
6 bits. Reserved for future use. Must be zero.

Control bits
6 bits. The control bits may be (from right to left):

	U (URG)
	Urgent pointer field significant.

	A (ACK)
	Acknowledgment field significant.

	P (PSH)
	Push function.

	R (RST) 
	Reset the connection. 

	S (SYN)
	Synchronize sequence numbers.

	F (FIN)
	No more data from sender.


Window
16 bits. The number of data octets which the sender of this segment is willing to accept, beginning with the octet indicated in the acknowledgment field.

Checksum
16 bits. The checksum field is the 16 bit one’s complement of the one’s complement sum of all 16-bit words in the header and text. If a segment contains an odd number of header and text octets to be checksummed, the last octet is padded on the right with zeros to form a 16-bit word for checksum purposes. The pad is not transmitted as part of the segment. While computing the checksum, the checksum field itself is replaced with zeros.

Urgent Pointer
16 bits. This field communicates the current value of the urgent pointer as a positive offset from the sequence number in this segment. The urgent pointer points to the sequence number of the octet following the urgent data. This field can only be interpreted in segments for which the URG control bit has been set.

Options
Options may be transmitted at the end of the TCP header and always have a length which is a multiple of 8 bits. All options are included in the checksum. An option may begin on any octet boundary.

	There are two possible formats for an option:

	· A single octet of option type.

· An octet of option type, an octet of option length, and the actual option data octets.


The option length includes the option type and option length, as well as the option data octets.

The list of options may be shorter than that designated by the data offset field because the contents of the header beyond the End-of-Option option must be header padding i.e., zero.

A TCP must implement all options.

Data
TCP data or higher layer protocol.
UDP
RFC768 http://www.cis.ohio-state.edu/htbin/rfc/rfc768.html
The User Datagram Protocol (UDP), defined by IETF RFC768, provides a simple, but unreliable message service for transaction-oriented services. Each UDP header carries both a source port identifier and destination port identifier, allowing high-level protocols to target specific applications and services among hosts. 

The UDP header structure is shown as follows:

	16 
	32 bits 

	Source port 
	Destination port 

	Length 
	Checksum 

	
Data

	UDP header structure


Source port
Source port is an optional field. When used, it indicates the port of the sending process and may be assumed to be the port to which a reply should be addressed in the absence of any other information. If not used, a value of zero is inserted.

Destination port
Destination port has a meaning within the context of a particular Internet destination address.

Length
The length in octets of this user datagram, including this header and the data. The minimum value of the length is eight.

Checksum
The 16-bit one’s complement of the one’s complement sum of a pseudo header of information from the IP header, the UDP header and the data, padded with zero octets at the end (if necessary) to make a multiple of two octets.

Data
UDP data field.

